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Selective Fault Tolerant Finite State Machine based on State Importance
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Abstract - The finite state machine (FSM) determines a finite
number of states for the operation of the digital circuit and
controls the operation of the entire system. Therefore, if the
errors occur in the finite state machine, it causes serious problem
of the system. The fault tolerant state machine is proposed to
deal with the errors in the FSM. In this paper, we propose a
selective fault-tolerant finite state machine (SFT-FSM) that
increases fault-tolerance by applying the fault-tolerant -circuit
selectively according to the importance of state. The proposed
selective fault-tolerant finite state machine (SFT-FSM) is 39%
smaller when the overlap factor N is 9, compared to the FSM
with NMR technique.

1.M B

#3& 248 714 (FSM; Finite Sate Machine)t= UAE 3
Aote] fretet Aol FEE Aosta *JEH Abele] 7o
71719 F2& Aolsty] fiste] ALEET (1] AA 32 A2
Aostez QF7F SAYS w AA Alzglel XA FAE Lo

At & Eof, WA T o F gle e o FEdH A
oA Q57F LA Aert viHE A F 2] SRl AR 9
Al 523 SEU (Single Event Upset) 7} 24 5“:} (1, 2].

8, A st AT7HR de AF I s A% Al2Fey
A o EANE ANE AT *]*E“"ﬂ AgE e §]Er-°ﬂ*1 vsl ’“EH 7]
Al FbMH AT AAE &
7% gl 2o o) “”30}
714 (FSM)ell 2% 7Augds

Fault tolerant FSM)7F 7H“LF»]°‘L} [ 8]
(FTFSM)= Al &5

AZHE ZEOP"% Tdste 7
ek A 71741 =
sto] FEEAoH [4-6], F=dlE
(FTFSM)+= A% %% (’I MR) [8]
Axe MRS FHOE ALEe] A%
E"ﬂ kA deA A 7“41 7]
Alergte}. Agtate AgA

Selectlve FTFSM)& @Al ”EHJ
ZH o4 NubE 43 7h IRE

FFA 0

_IN
L
N

=
=X

oxl, OH"

=
el

o

L

[e1]

o oft |o
Yy R

€l
n
=2
=

—{% to X N

oy
=

oo

= it

rulo

F

o> ol ofo
m = g £ o ot
o mﬁ

N
£O, ofN Mo X oko ol

o

{

T

2 ox
i:o

'6

2. 2

8t MEf 7|3 (NMR-FSM) S
(NM >° ﬁioil*i Q5o Wzt

oS e o
ox
8
Sou, M
Ll
é
_‘>:
»
=
N
S
iz
0%

2

(NMR) [0]1e nle SF7AA AR 4 9o ol

n
< (N-D20lt. N& 58 8248 714 (NMR-FSM)ell A S/ 7F WA et
35 Por(aE 4 <1>ﬁr z 9}4, o] uf pV‘ shte] FHEFFAAM 57 T

© g AA2E nE ol

Next
Next State

Generator

State
Register

I
Current state Input

& MEf 71H (FSM) FHE

40

State
Register

Next
Next State | | state

Generator

State
Register

State
Register

Corrected State

2l AD] 3 1 NE S

(NMR-FSM) 2| AE

F8

HEf 71A

(33 =

\/UH

713l (S-FTFSM) &

2.2 MEE 28 L) S8 A
2~ H O :1—6‘]— 7HTv’] A]—ﬂ]

|29 Aola] 913
wel QA Azgol A

M2 g2 oF

L

x];i] }\

ol }E}‘/P .§]§-4
oo zﬂxﬂ Feet dgs
state generatonE &8 thg ME7F 249 o
of AFHATI the Atel gl @A FEHE ZHr)
FO AEHAA ohdA wHste] A ] 3R 3 g
FEQ ”Eﬂﬂ ofleld #Al dee wiE vhg e 447
old e UALH (Prev_Regol A4Hrh
FEEH, F5 A5 NI ARy A 3
A o]F 9] wEo A AdE
= AH dA2EH (Next Reg)dll A% O
A Aeze old e #AA2H (Prev.Reg)ol A
T HARE N-19] WE7A] dH g A A A FE
e A 2~EH (Next Reg)ol AE #e Hlmdi,
3%, ol e dA~E (Prev.Regel AZE e
%7] Al IDLE 4HE %3] 27)
A A dAAEgA HHE 3
=

Eﬂﬂiﬂ Nexz‘_He el A7dd #& W

=

]

01]%‘1
El

fg
oz
R

o o> N

10
K
sk

T zo
AR A1)
ot o it

7E1{
ERESZE

=

=
==
J-3)
F

o
"o
o

%

= 4
o

T Y S = B« AP S SR
o :

o
kol

~
%l

= > f



Next IDLE
Next State | State State Current State 'I Output \Output
Generator Register Logic
> B "
P 0
1
1
'

Comp }- i
= ! Input
> '
|
'
'
(o) VS i

Current State

CIE 3> MeE HE AU K3 Mel 717 (SFT-FSM) 74

108 F[— =]
= e,
e OMR K.,
10% |=8=5-cycle '*"‘--5*
- 7-cycle
-¥-9-cycle
107 * ;
107! 102 10
p
8 » ME 55 g8 4 71 (NMR-FSM) o MEHX Z45t Zhf
F8t MEf 7|7 (S-FTFSM)Q| 2F 24 &5
FeE F9sta, 1384 guiw IDLE S F¥ste 328 27|87
th.

QA A% 20 8 4 A AF ez 428 dd 59
Hol #7F BT FE Psprpsule)s A (28 Zou, ojn) pE 3t
EHEFAA L77E 2T G0y, ex TAY L7 F, 5= AW U
Azge HE $ NE BERE A5 No| ARSE U oF Y 8
gol wolat}

s e v
Py prps(e) = LG V) (1=p) e, @)

2
HI

A
&

I

3. 4

ook
my

1

Agtshs AgH 2 Al 73 FH 71A (S-FTFSM)¢ Ng S5
g el 714 (NMR-FSM)9] 21225 walslr] flste] o4 X

>
i)
i
=2,
=
)
i
o
B
2,
=
fu)
=
pa
=
o
i)
1o
o
=
rir
[
<
=8
o
[t
D=
A, o

W, 3% 0% Nel 57,99 A2 A4S 19 43 W, 5 F
Q%o dislA Aleksts AEA A% g f@ gH 717 (S-FTFSM7H
3 35 4% A D) NMRFSMET $58 oF 44 4%e 2
A% % & vk EH, F2 9% Ne 277k 23 @
F8 28 A R Wy FEe] WA

N 55 +3 Ad 7|14 (NMR-FSM)$t Aed Ask 7h)
717 (S-FTFSM)e] WA AAA ke vty 9ste] st
10-bit, Al & 7Fsd AHe £5 1024% 7H4sdx, T2 A9
S AA e 10%2 102712 7Fgstark. & 12 CMOS 180nm 34 &
ol gate] ¥2 Fi4 00MHzE NE 58 3 A 714 (NMR-FSM)
s Agkahs Mald A ) £ A 714 (S-FTFSME §4 3 43
ob NAAZHE YepdTh Astsle Hdud Ag 2 3 A 74
(S-FTFSM)E= 9 AgoAut N Afo]Zo] x A zte] Qs Fa3d}
A 2 A= Ne T8 F3 A 7|4 (NMR-FSM) 3l
AbolFe A zte] Fasith Add A g §3 AEH 7
(S-FTFSM)9]

B 8 Ae 714 (NMR-FSM)Eth 22 6%, 15%, 39%% wha 2
S 4 g gl 8 QA & 49 Ackske AdAd A3 2 f

> NS E2 8 M6 717 (NMR-FSM) o Meim 23t 2
L g8t AtEN 717 (S-FTFSM) o BH4 Zat

Gate .
N FTFSM Latency Area x Time
Count
5 NMR 739.7 1024 756,736
S-FTFSM 501.1 1432 717575
; NMR 970.6 1024 993,280
S-FTFSM 516.7 1636 845,321
9 NMR 1,468.4 1024 1,503,641
S-FTFSM 506.2 1840 931,408
3 el 714 (S-FTFSM)E AHgdhe 2ol N 38 &3 Ad 714
(NMR-FSM)E A48t ARt a&7ot)
3.4 E
B =R ¥ oAl eEE Aadd A4 &+ g AgF
A% 7 f3 Ae 71A (S-FTFSM)E Aletstqleh. Alstals A3 zh
3 AH 71AS-FIFSME N 8 2% Z4d 3 48 714
(NMR-FSM)Et} =& AH LS zh=t) E3 5 95 No| AZFE N
= F5 43 Ad 714 (NMR-FSM)ETH W3} A A7 Sdo A 2
3} = 3 Aol A48t fa
)]

NS QT A2l fF 49 )

oy =0
DE F&
B A9 o5 E Eo A AxEe AR S w9 F Atk

ACKNOWLEDGMENTS

|EAREAF)] Ao F7tH A7) Ed T4
A4 (2019-0424-0D% Wob 3| 9l EDA &2 IDECS A¢&

(& a2 8]

[1] G. Burke and S. Taft, “Fault tolerant state machine,” in Proceedings
of the Military and Aerospace Programmable Logic Devices Worksho
p, Jet Propulsion Laboratory, Pasadena, CA, 2004.

[2] M. Berg, “A Simplified Approach to Fault Tolerant Sate Machine De
sign for Single Event Upsets,” Mentor Graphics Users’ Group User2U
ser Conference, 2004.

[3] A. Aviziens, "Fault-Tolerant Systems,” in IEEE Transactions on Com
puters, vol. C-25, no. 12, pp. 1304-1312, Dec. 1976.

[4] S. Sooraj, M. Manasy and R. Bhakthavatchalu, "Fault tolerant FSM o
n FPGA using SEC-DED code algorithm,” 2017 International Conferen
ce on Technological Advancements in Power and Energy (TAP Energ
y), Kollam, 2017, pp. 1-6

[5] M. Li, J. Gu, J. Cao, F. Ran and Y. Shao, "Self-correcting FSM Arc
hitecture Implementation Based on Convolutional Code,” 2006 8th Inter
national Conference on Solid-State and Integrated Circuit Technology
Proceedings, Shanghai, 2006, pp. 2049-2051.

[6] R. Rochet, R. Leveugle and G. Saucier, "Analysis and comparison of
fault tolerant FSM architecture based on SEC codes,” Proceedings of
1993 IEEE International Workshop on Defect and Fault Tolerance in
VLSI Systems, Venice, Italy, 1993, pp. 9-16.

[7] A. Tiwari and K. A. Tomko, "Enhanced reliability of finite-state mac
hines in FPGA through efficient fault detection and correction,” in IE
EE Transactions on Reliability, vol. 54, no. 3, pp. 459-467, Sept. 2005.

[8] L. Rui and K. Yan-jia, "A method of synchronous—feedback based st
ate machine with triple modular redundancy,” Proceedings of 2014 IE
EE Chinese Guidance, Navigation and Control Conference, Yantai, 201
4 pp. 136-139.

[9] S. Radhakrishnan, T. Nirmalraj, S. Ashwin, V. Elamaran and R. K. K
arn, "Fault Tolerant Carry Save Adders - A NMR Configuration App
roach,” 2018 International Conference on Control, Power, Communicati
on and Computing Technologies (ICCPCCT), Kannur, 2018, pp. 210-21
5.



